
 

 

Abstract 
Aerohive provides powerful enterprise Wi-Fi architecture based on cooperative smart APs with distributed network intelligence 

and a guest manager system called ID Manager. This paper discuss a technical approach to use this technology for 

personalized location-based advertising. 

 

Introduction 
Imagine you have deployed a Wi-Fi network in a wide 

area, like a shopping mall or a hotel resort. Would it not be 

great to provide returns of the investment by delivering 

personalized location-based Ads? 

Attracting users 
First step in our scenario is obtaining user contact info. In 

some cases, we have this information previously because 

user is an existing customer or member of any kind of 

affiliation program. But, what about if we want to attract 

new users? It is a common practice to give user a free 

service in exchange for its personal data, usually free Wi-Fi.  

With Aerohive technology is easy to provide this kind of 

service in a safe and quality manner. But, how get user 

data? We can provide a customer service desk where 

users must registry to access Wi-Fi, but this method is 

uncomfortable and likely will be refused by user. A better 

way is offers automatically a form that user must fill first time 

it access the service. 

In Aerohive we can archive this we a self-registering 

captive portal. 

 

With this configuration, user must fill all required fields form 

a form displayed first time he connects in order to start 

using Wi-Fi service. We can also make user to accept the 

user policy, in order to meet compliance regulation. 

 

Validating user data 
A weakness of this approach is that we cannot ensure 

data provided by user is true. At this point is when ID 

Manager comes into play. 

 

With ID Manager, users will receive their user and password 

via SMS upon registration. If user finally accesses to Wi-Fi 

using that credential, we can ensure that mobile number 

is valid and we can be use it both to identify and contact 

him. 
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Locating user 
Since user’s device will connect with highest signal AP that 

usually it will be the nearest one, we can figure out 

approximate location of a user by knowing the AP where 

it is connected. 

We use Syslog protocol to get this information. Any 

Aerohive AP can send several syslog messages according 

different events. In particular, whether because user has 

just logged or because he has moved to another location 

when an AP receive a new device it sends the following 

two messages: 

<timestamp> <ap_name> ah_auth: Station <device_mac> is 

authenticated to  <ap_mac> thru SSID <ssid_name> 

<timestamp> <ap_name> ah_auth: Station <device_mac> ip 

<device_ip> username <username> hostname <device_name> 

OS <device_os> 

With the ID Manager’s configuration described above, 

<username> is user’s mobile phone. With this number and 

the AP (that represents location) we have all we need to 

send Ads. 

Delivering Ads 
To archive the last step in our process, we must configure 

an advising database that relates APs with messages we 

want to deliver to this location. The process is then very 

simply. 

  

When we receive a syslog notification that a user is 

connected to any AP, we select an Ads from our 

database related with this AP. Since we have mobile 

number of the user, we deliver this Ad using a SMS 

gateway. In addition, if our SMS operator sends 

confirmation of receipt, we can use it as an evidence for 

billing the Ads.  

Conclusion 
If we have deployed a Wi-Fi network with Aerohive, it is 

relatively easy and cheap to develop a personalized 

location-based advertising system. 

Future steps 
Aerohive knows about user more than his mobile phone 

number and the AP where he is connected. At least, all 

data in form that user filled, connection history, traffic 

statistics, several info about device (O.S., MAC, and so on) 

and if the number of APs that see the device is sufficient, 

Aeorhive can even geo-localize it precisely. So, with all this 

information we can improve our algorithm to select Ads. 

However it is not easy to extract this information from 

Aerohive. There is not any (documented) API to access Wi-

Fi information data, apart from reports that HiveManager 

application provides. That’s why it is difficult to exchange 

this information with other applications. 
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